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o digav U KFTHERELTHS
— HEBIDNSH —/\—~DELEhHE TIEWT +norecxDIT+5
— B3EMDdig (BIND 9.9.0LA[%) Tld+noednsZDIF7EL V&,
additional sectionM N —DZL{LELH5DTEE
« EDNSODOPTE L O—FAMT IS ST=6

o HFRVAG7TH 145

$ dig +norec +noedns www.example.jp a @a.dns.jp

;5 flags: gr; QUERY: 1, ANSWER: ©, AUTHORITY: 1, ADDITIONAL: 1

;3 AUTHORITY SECTION:
example.jp. 86400 1IN NS nsl.example.jp.

55 ADDITIONAL SECTION:
nsl.example.jp. 86400 1IN A 192.0.2.1
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— answer sectionh¥ZE : answer section® 2 H0

o ILENMDH—IN—"DEEFTHAHA_EEZTT
o I--L. EETHIERZHFODIFELHLTEETDH

$ dig +norec +noedns www.example.jp a @a.dns.jp

o

gT
= =

;; flags: gr; QUERY: 1, ANSWER: ©, AUTHORITY: 1, ADDITIONAL: 1

;3 AUTHORITY SECTION:
example.jp. 86400 1IN NS nsl.example.jp.

;5 ADDITIONAL SECTION:
nsl.example.jp. 86400 IN A 192.0.2.1
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o additional section|ZWAE(ZIE LT NSTRARE

DIP7RLRZEIRT

$ dig +norec +noedns www.example.jp a @a.dns.jp

;5 flags: gr; QUERY: 1, ANSWER: ©, AUTHORITY: 1, ADDITIONAL: 1

55 AUTHORITY SECTION:

example.jp. 86400 1IN NS nsl.example.jp.

;3 ADDITIONAL SECTION:
nsl.example.jp. 86400 1IN A 192.0.2.1
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$ dig +norec +noedns www.example.jp a @a.dns.jp

;5 flags: gr; QUERY: 1, ANSWER: ©, AUTHORITY: 1, ADDITIONAL: 1

;; AUTHORITY SECTION:

example.jp. 86400 1IN NS nsl.example.net.

;3 ADDITIONAL SECTION:
nsl.example.net. 36400 IN A 192.0.2.1
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o ZhIFXHELZDI?

$ dig +norec +noedns www.example.jp a @a.dns.jp

;5 flags: gr; QUERY: 1, ANSWER: ©, AUTHORITY: 1, ADDITIONAL: 1

55 AUTHORITY SECTION:
example.jp. 86400 1IN NS nsl.example.net.

;3 ADDITIONAL SECTION:
nsl.example.net. 36400 IN A 192.0.2.1
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a.dns.jplEtERZE D TLIVAELY

o DFY., ERICIEELG->TLSLELNALLY
— X2 TAR—IILELG DA EEEL H S
— MO TERBICHEIZFERAINT- (alternic.net~DFEE)

$ dig +norec +noedns www.example.jp a @a.dns.jp

;5 flags: gr; QUERY: 1, ANSWER: ©, AUTHORITY: 1, ADDITIONAL: 1

55 AUTHORITY SECTION:
example.jp. 86400 1IN NS nsl.example.net.

;3 ADDITIONAL SECTION:
nsl.example.net. 36400 IN A 192.0.2.1
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o Tl&. AER4 &V B8 TIXAIAESD A ?
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$ dig +norec +noedns www.example

;; AUTHORITY SECTION:

5>, ADDITIONAL SECTION:

.jp a @a.dns.jp

;;(flags: gr;)QUERY: 1, ANSWER: ©, AUTHORITY: 1, ADDITIONAL: 1

example.jp. 86400 1IN NS (nsl.example.jD

nsl.example.jp. 86400 1IN A 192.0.2.1
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o« XFFEFTY—2VDOREDEHIIT RTHEA
—NEBNEIMEFRAETDY —2 TIIEL FEE
DY —UIZE>TRES
e UTDOHIILNT NEAERSR TIEZLY
- DFY, LWIThENERTHSD

$ORIGIN jp.
@ 86400 IN SOA ..
example.co.jp. 86400 IN NS nsl.example.ne.jp.

$ORIGIN jp.
@ 86400 IN SOA ..
example. jp. 86400 IN NS nsl.example.ne.qp.
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o X JL—pJ—

— COEMBELTLNVSAIETA Y Z LN
ST IIL—ERFXEHIRTIELERO—DOME

o IL—FJ—=2THL>TLAERL S ER R DRI, D
J— LEER (TR DHIZESER)

— EEDRE

VHADEZFRIFTAATAEZHZNIGESD

$ORIGIN .

@ 86400 IN SOA .. (WJ&B%)
jp. 86400 IN NS a.dns.]jp.

$ORIGIN .

@ 86400 IN SOA .. (9*-‘&[5%)
com. 86400 IN NS a.gtld-servers.net.
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$ORIGIN jp.

@ 86400 IN SOA ..
(1) example.jp. 86400 IN NS nsl.example.jp.
(2) example.jp. 86400 IN NS a.nsl.example.jp.
(3) example2.jp. 86400 IN NS nsl.example.com.
(4) example3.jp. 86400 IN NS nsl.example.jp.
(5) example.co.jp. 86400 IN NS nsl.example.co.jp.
(6) example.ne.jp. 86400 IN NS nsl.example.ad.jp.
(7) example4.ijp. 86400 IN NS nsl.example.or.jp.
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» NEB%: (1) (2) (5)
« 5V 88%: (3) (4) (B) (7)

$ORIGIN jp.

@ 86400 IN SOA ..
(1) example.ip. 86400 IN NS nsl.example.ijp.
(2) example.ip. 86400 IN NS a.nsl.example.ijp.
(3) example2.jp. 86400 IN NS nsl.example.com.
(4) example3.jp. 86400 IN NS nsl.example.jp.
(5) example.co.jp. 86400 IN NS nsl.example.co.jp.
(6) example.ne.jp. 86400 IN NS nsl.example.ad.jp.
(7) example4.ijp. 86400 IN NS nsl.example.or.jp.
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o WWW.lIj.ad.Jp

* WWW.IIJ-1I.CO.|P

o WWW.lIJ4u.or.|p
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A TRD T IL—hMF<
« AERATED T IL—n\T
$ dig +norec +noedns www.iij.ad.jp a @a.dns.jp
;; flags: qgr; QUERY: 1, ANSWER: ©, AUTHORITY: 2, ADDITIONAL: 4
55 QUESTION SECTION:
swww.iij.ad.jp. IN A
55 AUTHORITY SECTION:
iij.ad.jp. 86400 IN NS dns@.iij.ad.jp.
iij.ad.jp. 86400 IN NS dnsl.iij.ad.jp.
;> ADDITIONAL SECTION:
dns@.iij.ad.]jp. 86400 IN A 210.138.174.16
dns@.iij.ad.jp. 86400 IN AAAA 2001:240:bb41:8002::1:16
dnsl.iij.ad.jp. 86400 IN A 210.138.175.5
dnsl.iij.ad.jp. 86400 IN AAAA 2001:240:bb4c:8000::1:5
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WWW.IJ-11.CO.]p

o NERALEDTT IL—ITFFELAL
e ZLT.JIIL—FEFFTE DL (KREHLHIRTEE)

$ dig +norec +noedns www.iij-ii.co.jp a @a.dns.jp

;; flags: qr; QUERY: 1, ANSWER: ©, AUTHORITY: 2, ADDITIONAL: ©

55 QUESTION SECTION:
swWww.iij-ii.co.jp. IN A

55 AUTHORITY SECTION:
iij-ii.co.jp. 86400 IN NS dns-b.iij.ad.jp.
iij-ii.co.jp. 86400 IN NS dns-c.iij.ad.jp.
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$ dig +norec +noedns www.iij4u.or.jp a @a.dns.jp

;5 flags: qr; QUERY: 1, ANSWER: ©, AUTHORITY: 2, ADDITIONAL: 4

5> QUESTION SECTION:

swww.iijd4u.or.jp. IN A

55 AUTHORITY SECTION:

iij4u.or.jp. 86400 IN NS dns@.iij.ad.jp.
iij4u.or.jp. 86400 IN NS dnsl.iij.ad.jp.

;> ADDITIONAL SECTION:

dns@.ijij.ad.jp. 86400 IN A 210.138.174.16
dns@.iij.ad.jp. 86400 IN AAAA 2001:240:bb41:8002::1:16
dnsl.iij.ad.]jp. 86400 1IN A 210.138.175.5
dnsl.iij.ad.]jp. 86400 IN AAAA 2001:240:bb4c:8000::1:5
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2013F7H25BREZEHE R TEM

£% :BIND 9.4.1&Unbound 1.3.4/
MaraDNS 1.3.07.090)Bailiwick-checking

-
— el AL
g client —
< D)

Query Section : v
ww.xxx.com IN A e 3 \

User Thefe is an angwer. - " END \ 7 ;\
ecord matching the ~>—ves»  Thequeryis |« { 1)
BT resolved  / A

Initialize an internal ZONE variable with the value of the closest
authority section to the query in the cache file. QUERY->ZONE =
(If there is no record related to the query, initialize with the value

{2

P Find the authoritative server for the authority
JAuthoritative Servers section,  (QUERY->ZONE). %7
Query Section
o mIN A ¥

Send a query to one of ‘

authoritative servers

<\:|

Query Section :
www.x0c.com IN A
Answer Section
NONE

Authority Section :
xxx.com NS ns1.xxx.com
Additional Section :
nsLxoccom A 1.2.3.4

Ihé’ label of the answver. —
_ section is same as the

here is a record i tﬁe\
_answer section _

> YES»<

ol i =
- N Cache records from the answer
Trlg/aathgnty section et\tpe section of the response.
_response is under or same'as._
N QUERY->ZONE.
" (i.e. oc.com is under

_ZONE(.) )~

The type of the resource
record in the answer

\ N
( 1) ¥Es
T The domam‘name of the . query L
-Under the authority section.__ The atithority sectieq of
L—NO. of the response. et L4 e

_the response is under-
QUERV >ZONE. >
S . XXX.Com is under-

2Ol )

-
Cache NS records in the NB
authority section in a response. r
che NS records from the

\(1@ www XXX.COM is under/
XX com ) o

¥
Do not cache the records
from the additional sections.
Initiate a new query with the f¢—N0——_
label of additional data. (i.e.

z Ca
authority section of the
Tge*é@)f records\ln response.

_the additional section is~._

under
UERY- >ZO/NE“‘
= <

TN
Thetabel of records.in

nl.yyy.com) __~the additional section i~ \
v Su under )
(4) Cache A records from the “~QUERY->ZONE~
'/ additional section of the -

response. YEs

Cache A records from the
additional section of the

QUERY->ZONE = the authority |
response.

section of the response

BIND 9.4.1

Initialize an internal ZONE variable

authority section to the query in the cache file. QUERY->ZONE
(If there is no record related to the query, initialize with the value

with the value of the closest

Query Section Find the authoritative

www.xoox.com IN A

section, (QUERY->ZONE)

v
server for the authority }‘

Authoritative Servers

There is a record i
‘e answer section —

e - The pufhorlty s}ctlon of

he label of the. ))e response is undemr

_~ answer section is \ same as ke

“.same as the label of QUERY->ZONE. 8
the glven quep/ “(i.e. xxx.com is unger"'

ONE( - ) )~

YES YES
2

Cache records from the Cache NS records from

l \resource records in the ~
\add\tmnal sectmr)‘
\//

YES'
Y

Cache the mapping
between the data part of
the additional section and
the label of the authority

section.

authoritative servers

v
Send a query to one of ‘

In the answer section, erase RRsets
which are out of QUERY->ZONE or
do not match to a query.

v
Erase RRsets out of
QUERY->ZONE

in the auth section.
D

In the additional section, erase
RRsets which are out of QUERY-
>ZONE or do not match target labels

in the auth section.

h}

_There is a record-in_
< answer section and

Butllor\tanve bit 150(

The«IaBe\ of the\qi.Lery
-8 under the authority~ S,
__ sectionofthe

“._response_~"

NG

NO

answer section of the | ( 1 the authority section of
response, e the response.
v R

The type of the. The Tabel of NS records
__~Tesource record in No <_in the auth sectionis
\(he answer sectlon is \—‘ The/rébe\ of records nd the “under QUERY»ZENE?

R CNAME £dd|tl0na| section is same R i

S —/f as one of the labels of > ﬁs

_~Tesource record

Cache records from
the answer section
of the response.

o
The type of the

“the answer section~"y
“\is CNAME, ~ |
R .

Cache NS records
from the authority
section of the
response.

Cache NS records from the
authority section of the
response.

Cache A records from the
additional section but do
not send to clients by

{’ default.

z
3

¥
Cache A records
from the additional
section but do not
send to clients by
default.

P
/

v
Y,

MaraDNS 1.3.07.09 Unbound 1.3.4
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%% : Bailiwick-checkinglZ 35(75 “““““““““““““““““
HESEIH

o Bailiwick-checkingM 018 ($ 45 4

— X GANEFPDOULIE) 61T T, LWANZBEEZ LT ED
¢ THLZH. AHRELGDHEEI D EE TV DM ELNZELL,
o EERICHEESTLEIMBLNAL

» Z3%%. Bailiwick-checkingld A &[S ERD H

— FCEFTLT—EHDYTIIL—EFFEZZFTANDBEIZ, AY(C
BN HIDMN?

L. Bailiwick-checkingZ® & L\ f=5&E 505D H
- REL: VT IL—EFFTHOTHIEMZIT AN =L ?
- RE2:VIL—FEFFZ 2T ANGN D57
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F7RA25BREREBHFERTEM JPRb

CDNR—FDRRIC:BEIAL
HEIGCEIZE>TLES =D H
FRIEFXDNSHRALRIZHE B ELEFLIZT=8
—DFY DNSTOra)LDHELEDRERE
IO ML AREZLMNFLTLVEITNIE., CAK
ZEICIFaBEM o= (1FT)
LR SEE>THEANELY
LML, COZEFESBALESEL TS

- FILH(TO) & ELRELLFDITE..
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2. F1EIZE Lreferral
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FEILZ Ereferral

e referral (ZHR) &I1X
— BWEbhtEIIHLittD b —/N\—ZFFERNTHE
o FEIE Lreferral
— ¥EBDNSHY—/\—[JreferralZ AN TR EEZ RS
— fHilexample.jpV —>Idnsl.example.jplZR{EL TLVET ]

$ dig +norec +noedns www.example.jp a @a.dns.jp

;; flags: gr; QUERY: 1, ANSWER: ©, AUTHORITY: 1, ADDITIONAL: 1

;3 AUTHORITY SECTION:
example.jp. 86400 1IN NS nsl.example.jp.

;5 ADDITIONAL SECTION:
nsl.example.jp. 86400 IN A 192.0.2.1
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Ny —ITHITHENEDE

o ZMOMEBDNSHY—/\—DEENDZHTZFREL
ENEEEDIEISRIRELTSD
- BEFEIFXEEORELETIELZEVAT]
— 5 : JP DNSH—/\—IZxt 9 Snsl.example.com

« BEDZAARRTIEIESANIEL

BE
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[Upward referrals(& & E |

(Upward Referrals Considered Harmful)
e« DNS-OARCH2009FIZAFHLI-XE

Upward Referrals Considered Harmful

<https://www.dns-oarc.net/oarc/articles/upward-referrals-considered-
harmful>

« NANOG 45D K E$

“Upward Referrals Considered Harmful” — Peter Losher

<http://www.nanog.org/meetings/nanog45/presentations/Wednesday/L
osher_light_harmful N45.pdf>
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Upward referrals&ld ? (i)

e BIND OCIZBIERBEERDZ(H{FI+EENIZLTILVS

(recursion no;)H—/\ (J"’:EE%OD%HIJ%FDEJL‘
HhE-E56. )L—c Y —/\—~DreferralZiR 9

— BIND 8TIFZ IL—EFXHHETRY
« Upward referrals® 5l

$ dig +norec +noedns www.example.jp a @E&HAHIERDNSH—/\—

;; flags: gr; QUERY: 1, ANSWER: ©, AUTHORITY: 13, ADDITIONAL: ©
55 AUTHORITY SECTION:

518400 1IN NS

a.root-servers.net.
518400 IN NS

b.root-servers.net.

Copyright © 2013 # X & BAL XK H—EX

45



nnnnnnnnnnnnnnnnnnn

Upward referrals&ld ? (i)

ZDILE(ELLY—~Dreferral) (£, T{EE
RILH2Zx L TLNSD ., FETIEALY
— LY =N ZFRET HHEREZF TV

ZDREDEKRGAOHEE YT LURIZ)

. FMWEEBLTLHELNWY —UADRILEHhE 1,
EhLIFAEITERBLTELWLATZNG, |

—TTCEHEFANEATHITH, HIET=ITIL—FH—/—

ZETFIELNND H—/N—D—E T4, |

—Thho=? oW <KHYIIHATHITI-AT=I G,
LI CITELE B2 K, |
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ZDILE DR

* RFC 1034IZHTH T DREMA, ZDIEE
RILEGH>TNDEEZOND

4.3.1. Queries and responses

The way that the name server answers the query depends upon whether it
is operating in recursive mode or not:

- The simplest mode for the server is non-recursive, since it
can answer queries using only local information: the response
contains an error, the answer, or a referral to some other
server “closer” to the answer. (GEXIT—.,HE. HAWITEYITLY]
H—/\—~Dreferral#&5¢})
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SEEHTIIRETEBHET

« Upward referralsz BN TH., v aDNS
H—/N\—[FETHLHZELY
- ZERETIEEL
—)—brH—N\—D—E[EZELZLEFE LTS
. 75\’1 DNSYTL O —ZEDTTRZTIEY 55
INNS"OfL Gt :47/ (K
—%ODJ'L'T\ (Upward referrals) : 256731 ~

« EEDEEHHY

7|< FRR T4 1£XEISPrimett
« “Upward Referrals Considered Harmful’lZ# % =45l

Copyright © 2013 # X & BAL XK H—EX 48



nnnnnnnnnnnnnnnnnnn

Upward referralsz i 7% LVER5E

* BIND9

- additional-from-cache no;ZiEE. £/=I&
allow-query-cache { none; };ZfE%E
e BIND QI D T—AR%)L—hERELTHE-TULVS
e L—FEVMITSAZIVTIZKYAFELEFTY Y 2T —4H
—named.rootzBLT=T= 1T TIXEN LTV D TEE
e NERIZ/N—Fa—TFT a2 T INTLNS
— ZMHEIZEKY ., REFUSEDHFR T KSI12H 5

$ dig +norec +noedns www.example.jp a @E&HAHIERDNSH—/\—

;5 ->>HEADER<<- opcode: QUERY, status: REFUSED, id: XXXxX
;; flags: gr; QUERY: 1, ANSWER: ©, AUTHORITY: ©, ADDITIONAL: ©
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Upward referralsz i 7% LVER5E

e NSD: X EAFE

- BENDY—ITHTSBLEDLEIZIE. TI4ILE
TSERVFAILE R

» PowerDNS: EZENE
— T4 J)LkTsend-root-referral=no& %> TLV5
—yes(BIND 8E i) ¥2lean (BIND 9FE #2) |ZE% 7€ Rl Rt
e djbdns: EXEFE
- BENDYV—UIZHTHEIVE DL EIZIERELEL
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Rk EEIL—FEVRMR?

o IEBIDNSH—/\—ERDBIND 9DI(LT 75D
2.5 IL—FEMDNLEIZIZADI ?

3

e ZNOTIFYAYtE—UDEEXFRARNTINS
—BIND 9D TS5ATYH—/IN\—[F . JV—2T7AILD
BIEICNOTIFY Ayt—% A A1) —N—
HITEETH
e ZDIMtH )Y —IN—E DIPFRLARE, T
SAR)H—/\—@DBIND 9L ESO-TERART
LNBSDH?
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EH AU TEY BEEADER) JPRS

RIR BT IL—FE R ? (H5E)

¢« BIND 9D TS54<)H—/\—|Enamed.confT
NOTIFYDEY FEZAEIEEL TGS, LTD
FOIZENMET S

[ DESHEET DI —ONS RRSEHAS
@ DH 5. SOAOMNAMEIZHANSEHIET S
BQTEHEON=LHZVEIZICCTEHS CHAIEERL.

9 NOTIFY%i£% Y,

o« DFY, EBDNSHYH—/N\—ERIZL=IET DBIND 9
M. Xy aDNSH—/N—ELTEIfELTLNA |

o Xyl aDNSH—/\—HREICOAFET S5 E
DEEHZ | THA[EEEN B S

~
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BIND 9(Z

H1TH

NOTIFYD LY Z &7 ER

o BIEH DR (BEYHMLY)IZEELLLY
- allow-transfer&E#&. named.confTIP7RL X%

BR/RAEYIC

- 5V ER D

HEITD
DNSH—E R % #l],

A AY

195584 E. PUEFH

THENAZE(E

1T REBICLEASD

—BBREHEIRR—DFSBCE - ZOFFIAERAT])

e REKR : I NTDIE
CDEAFI(ERNERA) I

EDNSY—/\—ZZ DY —
~95

— BAHIREBENDELGD L., BBZFH-GEVEROH

- 9*“[5% OEEFTREODRNELZLTHO-EZE.. BAIREMN
BT S
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BIND 9IZ& 1155 EH

GE:NOTIFYBE :EDHDIRFEDT=HFDEFIAEARAT)

¢ T3AT)Y—i\—

zone "example.jp” {

// also-notify THHRE] (explicit) [CIEELI-IPFZRL RICDHNOTIFYZIXESD
notify explicit;

// NOTIFY%&EBtEHF Y —N—DIPTRLA(ZESNT=HZ DAELE FH)
also-notify { 192.0.2.53; 198.51.100.53; };

s

o« THUF)H—/\—

zone "example.jp” {

// NOTIFYZELIEWWFEELGEWEEELZINOTIFYZIEADET HDTHEE)
// notify no; TENOTIFYDZEIZIESLELLLY
notify no;

s
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3.9 )L—IET )L—
(DNST—2DS52F25)
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FE/HRFC:RFC 2181

o “Clarifications to the DNS Specification”
— DNS{THRDEARE1LE
« 5.4.1. Ranking data

— T—3MOH B (source) KMA[IZHET HMIZEL-T. ZD
T —ADIEFEE (trustworthiness) A iRE 5

 BRLELGDHER
- EBZEOLE

\WERERWRE

SHMh(AAEYED

ks

nnnnnnnnnnnnnnnnnnn

)

— answer, authorlty\ additionall\g DI av(THoT-
T—AMN (03> DIF)

— ERZE DT 2D, FH-GLT—Ih(BE

« CNAME®D LI ZE{%
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RFC 2181 5.4.1. Ranking data (3 #%)

[ =LY (most) ]

HEBZEEDILZDanswer sectionDIEFEFO>T—4

VERZ DI Z Dauthority section®T—4

ERZEZE-TZUOIEZDanswer section® 5 —4 -
ERZEEDIHZEDanswer sectionDIERZEE - T —4

EBZEDILZ D additional information® 5+ —%4 -
VERZEFT-UL G E Dauthority section® 7 —4 -
EBZE -1 UIEZ D additional information® 5+F—%4

(;E : R X [Zadditional sectionTl&7%i<additional information&EZE NN TLVS) [ KLY (least) ]
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Z_CTHDHRAE

o RENEIFI—FIEL (the least) {EFEE |

o FELETRARA(NS)
— B ZE -1 L& Dauthority section
o 7 )L—(AIAAAA)
— EREE-E UGB Dadditional information
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JIL— %E;lﬁj‘ﬂ‘élﬁb\'&bﬁ

« ZELELLTEZLDVEDY

* BIND 9’bNSD—C(iTnE®J:j'~(l_L<) BAB

—BIND 8IZIFY IL—B BIZ®T HRILEHEITHL .,
EBEET-LZUIEZDanswer section |ELTEZ
TLFED. ELVOSEIENBHHT=

$ dig +norec +noedns nsl.example.jp a @a.dns.jp

;5 flags: gr; QUERY: 1, ANSWER: ©, AUTHORITY: 1, ADDITIONAL: 1

;3 AUTHORITY SECTION:
example.jp. 86400 1IN NS nsl.example.jp.

;5 ADDITIONAL SECTION:
nsl.example.jp. 86400 1IN A 192.0.2.1
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JIL—BEICHTHENEDHE (i)

Xy aDNSH—/\—TIIERBDNS Y —/\—

MNHZITES=-FELRALE (NS) DT IL—%,

DLETEFEILEDLTI)IL—ELTHELEITNIEE

YAy A

e DFEY . USATURILDORBILNEDLEIZR L. T

JL—Zanswer section|Z AN TEZ Tl o4

L\

— (EFEE D E N (increase) Z1B<

—BEORAREICE > TIVF IR KYENT—4
ZAFL. TNEEZLDLEHY

Copyright © 2013 # X & BAL XK H—EX



15l : 1%

[T

o« HDNS/T IL—EFDNS/IANELZ-TLVS

o HMDNS/T IIL—ITARIEERDIRA

(RE)
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EDNSH—/\—®D 5| o#L& D

AT—HRRIISEDNS

— FONAIADAIRBTEDONS/T IL—KYHLEFEENSL

NSTEE %E@*EEJZDNS@

5|o#kL T
}MERIDNS
H—/\—
o
N~
L
J—y

T

NS TCig’R

5lofkL 5t
}ERIDNS
H—/\—
o
N~
L
J—y

T

éj
_

NS TCigR
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H—/\—

« T8,

EEEEEEEEEEEEEEEEEEEEE

585 (DFY . AIAAAA

J—2F =X EFED

ThnEH1Z>—
X. WThIEZED

UIEBRZEEF D (AYIZ{E)

1 T=%)1#EBIDNS

KT HEZASULT)

BHFRRICEVTESHICRIFTANTEL
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7‘/#/7“0)&&(9:%1’)&5’(@1’%

FEFERCEELLGWE, NTPIE5EEDE &I

L) X597y

o 5l:FHMDNS/T JL—EFDNS/A

— FONS/IADAMNHEDNS/T IL—LKYHIEFEEMN L
o BEMIZERYIEHNGEITNIXESAE0

—LAL. FOEEENSLNDIEFNFTHAMTEEIT

« EEEMNMEVEOT —INGEEIET, FOT—EM
Z1 T UIER TSRS (FHFTEED)

¢ il LhKb B BB MER A A NRT
[ ZLT. hDEALHMEIEES... ]
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ANZARFT—RWMEF %
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NIV RF—RIBIETF A

o« B HIURAXT—KM2008FE(CIEHELI-INEF %
LHL. SV RF—EKEMNRLI=A)OFILD A ETIE.
Ty amRA X =T [ TELLN
— BB ERBLET (EELGILLDTEBEIHERL:ZELY)
R EELEERERENNDONERINTILS
—- PRKEOHAREELEENER (L) TEbLN-AE

o LUTINZ—2111/N3—2218LFT
— [EEDNSJIZEERLI=A %

e UTI/NZ2—2318LFT

(*1)BINDZ/N\—23oADEANZEER (Kaminsky Bug DF&REE)
<http://www.e-ontap.com/dns/bindmatrix.html>
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NIVAF—HREFEAONI—21)
+ BARKELEDWebR—SDFEEHEITIER

;; flags: gr aa; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 1

;5 QUESTION SECTION:
; (random) .example.jp. IN A

;s ANSWER SECTION:
(random) .example. jp. 86400 IN A (EHLFIPTRLR)

:» AUTHORITY SECTION:
(random) .example. jp. 86400 IN NS www .example.jp.

55 ADDITIONAL SECTION:
www . example. jp. 86400 1IN A 192.0.2.234
(FryaIELMEER)
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NI AFT—BHWEF K (INF—22)
. BERIELEDWebR—S DB EELEIZER

;; flags: gr aa; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 1

;5 QUESTION SECTION:
; (random) .example.jp. IN A

;s ANSWER SECTION:
(random) .example. jp. 86400 IN A (EHLFIPTRLR)

:» AUTHORITY SECTION:
example.jp. 36400 IN NS www.example.jp.

;5 ADDITIONAL SECTION:
www.example. jp. 86400 IN A 192.0.2.234
(FryiadtLMEIER)
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NEIVAXT—EREFE(NI—23)

e [EFEDNSIp.298KY

;; flags: gr aa; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 1

;3 QUESTION SECTION:
;:(random) .www.example.jp. IN A

;5 ANSWER SECTION:
(random) .www.example.jp. 86400 1IN A (BEHLZIPTRLXR)

:» AUTHORITY SECTION:
www.example. jp. 36400 IN NS www.example.jp.

55 ADDITIONAL SECTION:
www . example. jp. 86400 1IN A 192.0.2.234
(FryaIELMEER)
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TNENDEL

o [/)\NA—211&TINF—22 1DELY
— authority section® A&
e /X3—21: (random).example.jp) —> DNS
o I\N3—2,2: example.jp/ — DNS
o [/INFZ—21TINF—22 11\ 2—23]1D:ELN
— L& bt /answer sectionD AR
e /N2—21/2: (random).example.jpMA
e /N2—23: (random).www.example.jp®A
— authority section®RAZE
« INF—21/2: (LEESHR)
o IN3—2,3: www.example.jpt —>MDNS
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A

c SUX T NEEIZKY [/NF—21T/X\2—2
2 | DIMERZEEDIEZE Dadditional information

DT — 9]7‘*(T’C(i Ty atkA X= 5 &
P AR

—BAREEDEERDORAY
o LHML.FNMEILLTLESBIND O TFEELT-
e ZLT. FDN\FITTRIZKYBEINT-

2786. [bug] Additional could be promoted to answer. [RT #20663]
([bug] Additionalh’answerlZ L R 3EE&HHYET-)
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o [/\NZ3—23]TIE,

— R ZEDIE & Dauthority section® 7 —4

— B ZE DS & Dadditional information® 7 —4

D P A=, www.example.jp ERHL) ZFHEELTLVS
o INIZKY . HEMNTEELED

— =1L B0 T EAABE (k)
o L. COFRFRTHEEDAHIER THI-.

— EREEDIZDanswer sectionDERZHDO>T—4
ZEEIC vy al TGS WEILEKT L (FT)
— COEEHBAREEDERETHERBAINTILNS
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ZLT. Tyl asE=LMEEFERD.
— R ZEDIE & Dauthority section® 7 —4
— EBZE O Z Madditional information® 57 —4

vt STl FON
— EBEEDZDanswer sectionDIEFZHF>T—4
vy /léﬁéf_&)d)_'ib\ﬂgl:fié

o [EEDNS | TILHLEICF R

3 HBREDVUBEHRI)SHA72®H121E, 102.0.2.234 T wwv.exanple. jp OB DHEE DNS #—s— &5 B, Fb—&FELHBO
e e LT LErd L,
P S e N D A R e T 43 A Ve 2 T 5 AN 1 D) S S S ) [ VTR R e 6 Y S T O A i o R e 8

TP FER LTI fuwmm ¥ DNSSEC ~O# I/ K& Fih, 973 PBEO/—V g » &) Z bRz hiTtna
BHELE, F—b% |k| RS L rﬁ‘m ,Lih % 65536 7D 1 $THRMTES
7 A% —% /f‘t L ’._ ST FLAZRBE LI FEERTEL {530 ?J VISP ETOMMER D,

299
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ERNERELI-BDIE
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EOILZ Manswer sectionD &
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5.4.1. Ranking data (F5#8)
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%—(ygo)rlﬁj [ & (mosy) |

B OIs & @authority section®7T—4

EBZEDICE Danswer sectionDIEFEFE 2T —4
[ X5—23

FERL %

FEBR %

EDIHZ Danswer sectionDER %

-1 U\ R E D answer section®DT—43 -

i -E N T —4

¥ERZEE DL Z Dadditional information® T —4 -
VERZEFT-UL G E Dauthority section® 7 —4 -

FERL %

=72 L VIS B Dadditional information® 7 —%

[ RBA—21/2

=
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